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Globally, the average young person
connected to digital technology has:

94 phone numbers in his or her mobile
phone

78 people on a messenger (MSN) buddy list

86 people in his or her social networking
community

62,837,559 vighs

An audience of 62 million
urce: Circuits of Cool/Digital Playground 2007
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Technology has enabled young people to have

more and closer friendships thanks to
constant connectivity.

Kids and young people don't love the
technology itself -- they just love how it

enablesthem to communicate all the time,
express themselves and be entertained.
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Bedroom Culture

Almost all young people are using

technology to €nhance rather than
replace face-to-face interaction.

Playground Culture

Just like in the offline world, no amount of effort to
reduce potential risks to children will eliminate those
risks completely.

We cannot make the internet completely safe.
Because of this, we must also build children’s resilience
to the material to which they may be exposed so that

they have the confidence and skills to navigate these
new media waters more safely.

Executive Summary . Byron Review Children and New Technology. UK 2008
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The Roadmap

‘| believe that crucial and central to the
issue is a strong commitment to Half Eull
changing behaviour through a sustained

information and education strategy.’

Whose
Myth?

Whose
Reality?

Parents Top 5

ACMA NetAlert 2007

Whose
Myth?

Whose
Reality?

ACMA NetAlert 2007

opportunities

Whose
Myth?

Whose
Reality?

Young People
Top5

ACMA NetAlert 2007

December 2008

Half Empty

challenges

Young People
Top5
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Contrary to public perceptions
often generated by the media
the Task Force found that

children's
are better
predictors of online risk than
what technology they use.

ISTTF 2008

The adult view is that the Internet (or
Net-based technologies such as social
networking) is the cause...

while the youth (and researchers’) view
is that it's more the amplifier of the
problem.

Danah boyd 2009

‘...and that effective
comprehensive risk prevention
approachesare implemented to

address the concerns of the
minority of young people who are
at higher risk of being harmed or
causing harm with these
technologies.

"l strongly believe that we need to stop
talking about the Internet as the cause and
start talking about it as the

megaphone”....she was referring to two
perspectives.

Danah boyd 2009

‘Our focus must be on ensuring
that young people gain the
knowledge, skills, and values to
independently make safe and
responsible choices in a highly
interactive, mobile technology
environment where they are
both consumers and creators of
content and will interact with a
wide range of people.

Rochester Institute of Technology

Survey of Internet and At -Risk Behaviours 2008

Monroe County Schools 20072008 40,079 K-12 students

School staff & parents.

In Monroe County students commit various forms of:
deceit, abuse and /or crime including but not limited
to:
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RIT Survey of Internet and At -Risk Behaviours
2008

Plagiarism

Piracy of music, movies and software

Online threats and harassment
(cyberbullying)

Credit card fraud and identity theft

Online Victimisation and Abuse
By and Among Youth

Perpetrators are often know in advance and most are
classmates or “friends”. Cross et al: also older siblings

Online bullying begins in Year 2

Sending and receiving of sexual content is
experienced by primary age students

Pirating begins in Year 4

Middle school students experience all known forms of
cyber offending and victimisation

RIT 2008

TEENS ARE DOING THE
SAME THINGS

TEENS HAVE ALWAYS
DONE—

JUST
DIGITALLY.

RIT Survey of Internet and At -Risk Behaviours
2008

Creating and posting child pornography
Sending unwanted solicitations for sex
Writing and distributing malicious code

Password cracking and computer hacking

10 things | wish adults knew..about the online
world. Goodstein

THE PREDATOR
ISSUE HAS BEEN
SENSATIONALISED
BY THE MEDIA.
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TEENS WON'T TALK
ABOUT
CYBERBULLYING

OUT OF FEAR THAT
YOU'LL

“TAKE THE INTERNET
AWAY”

TEENS HAVE A
DIFFERENT
PERCEPTION OF
PRIVACY THAN
YOU DO

THEY SPEND

MORE TIME
ONLINE FOR
SCHOOL THAN

YOU THINK

PRETEENS WILL LIE
ABOUT THEIR AGE IN
ORDER TO JOIN A

SOCIAL -
NETWORKING SITE.

MULTITASKING
MAKES
CONCENTRATING

HARD—EVEN FOR
TEENS

TEENS ARE
CREATING MEDIA
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BLOCKING,

FILTERING, AND [ THERE ARE
MONITORING MAY NO EASY

WORK FOR YOUNG

CHILDREN ANSWERS

BUT NOT

FOR TEENS

Moral m
The Challenges of Ethical oral Compass

Behaviour in Digital Environments.

What YOU do when no
one is watching

In its simplest form:

‘...an ethical action is one
that does not have a

damaging impact on

oneself, other individuals
O or society.’

Ny - Johnson. D teaching students right from wrong 2007
Copyright Ribble/Bailey 2005
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ethics in a digital age

Ethical questions are about right and wrong,
good and bad, just and unjust.

They matter because what we do affects us
individually, affects our community, and
can even affect people we do not know or
see.

Davis. H. ethics in a digital world 2004

New ethical considerations # 1

Digital photography has made the
manipulation of images undetectable, an
impossible feat with chemical
photography.
What obligations do communicators
have to present an undoctored
photograph, even if its message may not
be as powerful as one that has been
digitally "enhanced?"

Johnson. D teaching students right from wrong 2007

PORNOGRAPHY
Online survey of 300 13-19 year olds Australia
5% of boys and 4% of girls
experience pornography before
the age of 6

70% of boys & 53% girls under age
12 have experienced it and by 15
that figure is 100% for boys.

Source: Sex Lives of Australian Teenagers JoanSauers 2006

dilemmas

They have moved not only
beyond our view but beyond
our conception.

Davis. H. ethics in a digital world 2004

New ethical considerations # 2

Prior to the Internet, minors faced physical
barriers of access to sexually explicit
materials

Which will better serve our children in
the long run - software filtering devices
or instruction and practice in making
good judgments?

Johnson. D teaching students right from wrong 2007

This website is intended for persons 18 years of age
and older. Please if you are

. This website contains material with visual
images, video, audio, text descriptions and consenting
adults engaging in acts of a sexually-explicit nature. If
it is illegal for you to view and maintain adult material,
please now.
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Teens main producers of child
pornography.
July 2 2008

TEENAGERS are becoming major producers
of child pornography in Victoria

Children as young as 10 also offenders

Mobile phones driving the trend

Law

Any image that depicts a minor in a
sexual activity or indecent manner is
considered child pornography, and
anyone who passes on or receives
those images is liable to face criminal
charges.

No statute of limitations: victim
Lost control of ownership: victim
Sex offenders register: offender

Caution...lasts 4 years: offender

Copyright Infringements

‘The structure of the internet and
the easy reproduction &
transmission of digital data will
alter the way the next (this)
generation views theft,
intellectual property and
copyright.

Source: Media.new ways & meanings. Stewart & Kowaltzke 3 @ Edition
2008

July 10 2008

The new mobile phone
phenomenon, dubbed
"sexting", led to 32
Victorian teenagers being
charged with child
pornography offences last
year.

Two males, aged 21 and 17,
said they often received and
sent images "because we
can, and we can get away
with it".

New ethical considerations # 3

Intellectual property in digital format can now
be duplicated with incredible ease.

Do we need clearer definitions of property?
Can an item that is taken without
authorisation, but leaves the original in place,
still be considered stolen?

Johnson. D teaching students right from wrong 2007

Peer to Peer (P2P) File Sharing
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Ave. digital music player...1,770 songs

48% copied illegally

Proportion illegal downloads... 61% 14-17 year olds

The vast majority of districts pI’Ohibit. e
online chatting
instant messaging
sending or receiving e-mail during school
posting on bulletin boards or blogs
using social networking sites

Almost all use software to block certain sites and require parents or students
to sign and internet use policy.

Transparent

Proxies

Do you like to surf Myspace ?

How about Bebo ? Are you at school or
work, and bored, and want to access
Myspace or Bebo from school or from
work but those sites are blocked?

Well you came to the right place.

SneakySir Proxy is your answer to
blocked websites like Myspace .

Skype

WORLD You Tube . )
« WARCRAET -

; RSS feed
IM instant msg
blog
MySpace f iTunes playlist
iPod, iNano

flickr

game

Mobile phone

You Are What You Post

10
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With

every message they send
photo they post

video they upload

song they remix and share

...they leave a digital imprint of
their virtual life.

Digital Footprints

Myth #3: Downloading, remixing, or copying
content to use for a personal web page or to
share with friends is legal.

Virtual actions can have reallife consequences.

School suspension/expulsion
Denied admission college (US)

Criminal records

Source: You are what you post. EisenstockJuly 2008

Who reads this?

3 myths about the Internet that inadvertently can harm your
online reputations:

Myth #1: Setting an online profile to
“private” allows control over who can see it.

[ ]

Myth #2: Deleting an e-mail, instant
message (IM), video, photo, or profile
comment erases it permanently from the
Internet.

Source: You are what you post. EisenstockJuly 2008

myspace.com

‘a place for friends

What happens to your
personal data ?

Triple J: Hack Half Hour. My Face

www.delicious.com/rtreyvaud

11
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Privacy Matters:  Advice to Parents
4 myspace.com

aplace for friends
Explain that nothing is really private.

It's up to your child to protect themselves by thinking

twice before they post something that could damage

their reputation or that someone else could use to
embarrass or hurt them.

Teach your child to keep personal information private.

Help them define what information is important for
them to keep private when they're online. Personal
Identifying Information: ASL.

Make sure your child uses privacy settings on their
social network pages.

Source. www.commonsensemedia.org 2009

Cyber bullying is defined as

..harassment on the internet through e -mail,
messaging, chat, blogs, websites, etc. Forms
of harassment include abuse, insults, threats,
or annoyances, with intent to cause harm.
Forms of harassment are usually repeated,
intended, and deliberate (Belsley, 2007)

Students suggested that covert bullying is...
any form of bullying behaviour that is ‘not seen
or acknowledged by adults’.

weird or threatening look
whispering
excluding
blackmailing
spreading rumours

threatening

stealing friends

damaging social relationships
breaking secrets
criticising clothes &personalities

Remind your child to protect their friends'
privacy.

Passing along a rumor or identifying someone in
a picture (called "tagging") affects their privacy.

Establish a few hard-and-fast rules about
posting.

No nude or semi-nude photos or videos -- ever.
Not online, not via mobile phone (known as
"sexting").

Help your child think long term.

Everything leaves a digital footprint.

Australian Covert Bullying Prevalence
Study
CHPRC, Edith Cowan University - May
2009

Cross.D et al

Covert Bullying Prevalence
Study 2009

Covert Bullying Prevalence Study. Cross et al. 2009

12
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Film: still fighting it

Source: digizen.org

Queensland University of
Technology. 2007

Anonymous survey of 518 girls aged 11
to 15 years old

30 % bullied in person

70% of cyber bullies did not indulge in
face-to-face bullying

Source: News.com.au September 28 2007 owardly acts of the Cyberbully

What can they do?

Don't keep bullying to yourself

Block cyberbullies or people who post inappropriate
content

Do not reply
Forward emails, transcripts
Delete people from ‘friends’ list

Contact trusted adults

You Can’'t See Me..
| Can't See You

/

'SCHOOL RESPON

ENGAGES
STAFF
PARENTS

STUDENTS /
/
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SCHOOL

PARENT
FORUMS
WORKSHOPS

PUBLICATIONS
NEWSLETTERS

PROFESSIONAL
LEARNING

PEER
EDUCATION

http://digicitizen -wiki.com

CD ROM: Australian Teachers of Media

http://tinyurl.com/mtpq54

1.5 million results

95,000 results

79,000 results

www.cybersmart.gov.au

...what does this mean for
me/us?
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